Solution Brief

Email Security 3.0

Governance & Compliance
Resilience Extensions

Tame Complexity, Reduce
Costs, Mitigate Risk
Modern-day data management represents a
high degree of complexity and an increasing
amount of risk, as massive volumes of
data converge with increasingly stringent
restrictions.
From enforcing policies and reducing legal
exposure to making data retrieval fast and
easy, you need to tame complexity, minimize
risk, reduce costs, and decrease the burden
on already over-taxed resources. Mimecast
helps you do just that with an industryleading Cloud Archiving solution that’s
been listed as a leader in the Gartner Magic
quadrant for five years running.

Simplify Compliance
Remove the guess work from compliance by
automating the application of customer or
regulation-defined retention policies, like
SEC 17a-4, the EU GDPR, and requirements
set by the SEC or FINRA.
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Email Security 3.0
Mimecast Email Security 3.0 helps you
evolve from a perimeter-based security
strategy to one that is comprehensive and
pervasive, providing protection across three
zones. These protections are enhanced by
a wide range of complementary solutions,
actionable threat intelligence, and a growing
library of APIs.
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Mimecast Cloud Archive helps you reduce
risk, cost, and complexity and control audit
readiness, with capabilities such as:
•

Self-service administration that allows
legal and compliance teams to set or
modify retention and deletion standards

•

Encrypted, secure storage in multiple
geographically-dispersed data centers
with triple redundancy

•

Complete chain of custody
and audit reporting

•

Cloud-based, WORM compliant storage

Accelerate E-discovery
Search millions of records in seconds and
streamline case management with best-inclass E-discovery search and collection, legal
hold and review capabilities, and self-service
tools for legal and compliance teams.
You’ll get greater visibility and control
through early case assessments and reduce
third-party costs, while also minimizing the
burden on IT, withcapabilities that include:
•

Centrally managed and rapidly deployed
litigation holds

•

Fast, effective case review with automated
culling to significantly reduce third-party costs

•

Self-service search and access for legal and
compliance teams

•

Rapid Early Case Assessment End-User Search
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Real-World Scenario
Angela works as a lawyer for a mid-sized
organization and asked Meghan, their
Director of Infrastructure, to help with a
case. She needed Meghan to put a hold on
14 mailboxes and pull all the emails sent or
received from them for the last two years.
Surely, Angela thought, it couldn’t be that
difficult. If only that were the case. Meghan
jumped on the task; but after two weeks of
running searches and gathering data, she
was still missing six months of mail. To make
matters worse, one user’s PST files were
corrupted. Without a separate archive in
place, the data was permanently lost, and
Angela was left trying to figure out how to
proceed without critical information she
needed for her case.
How Mimecast Would Have Helped
•

Best-in-class E-Discovery would have
dramatically reduced the time required to
search for emails

•

Centralized litigation hold would have
simplified the process of identifying and
retaining relevant emails

•

An immutable archive would have ensured
no data was lost ensured no data was lost
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End-User Search
Balancing employee expectations for
anytime, anywhere access to information
with the need to enforce compliance and
governance policies is a challenge. Get the
best of both worlds with Mimecast Cloud
Archive, which provides intuitive desktop
tools and mobile applications that let
employees work smarter without sacrificing
administrative control.

End-users have:
•

Rapid access to their complete
archives – backed by the fastest search in
the industry

•

Instant access to all live and historical email
when primary mail systems are unavailable

•

Self-service security features, including
spam and phishing reporting, managed
sender lists, and hold queues

Simplify and Streamline Information
Governance with Mimecast
•

Comprehensive regulatory, E-discovery, and
litigation support through compliance-driven
chains of custody and fully indexed archive.

•

Seamless migration of live and archived
email data to Office 365 and other cloud
environments.

•

User empowerment via an Outlook® add-in,
Mac app and mobile apps for iPhone®, iPad,
Android®, Windows Phone® and BlackBerry®
devices.

•

Fast, accurate first-pass review for email in
response to audits, investigations, and legal
requests.

Mimecast Cloud Archive’s capabilities can also
be extended with complementary solutions
that include Supervision, Sync & Recover, Case
Review, and Long-term Retention.
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