CASE STUDY

Mimecast helps Kansas City Public Schools
cure a phishing epidemic
Challenge
In 2017, the Kansas City Public Schools (KCPS) email system
was besieged by phishing attacks, resulting in a high number
of compromised staff email accounts. While no KCPS data
was accessed, criminals used the hijacked email accounts to
send millions of spam messages, which damaged the
organization’s domain reputation and lead to legitimate KCPS
email being blocked by nearly 20 major ISPs.

Solution Implemented
Craig Nulan, IT Operations Manager and Network Security
Engineer at KCPS, knew that he needed to strengthen KCPS
defenses against phishing and train staff to avoid the attacks.
KCPS had standardized on Microsoft Forefront as its primary
endpoint protection solution, but it wasn’t getting the job
done. Nulan sought a new solution that would not only block
phishing attacks and other email-borne threats, but also
provide real-time visibility into vulnerabilities.
Nulan evaluated several options before selecting Mimecast
Targeted Threat Protection. “Mimecast had the best
awareness and control features, including URL protection,
plus a cost-to-value that no other vendor could match,” says
Nulan. Within days of going live, Mimecast identified 37
compromised KCPS email accounts – “That was an eye
opener,” says Nulan.
Now, Mimecast automatically checks every URL in an email or
attachment. If it finds anything suspicious, it warns the
recipient and logs the incident. The KCPS IT team then review
logs daily to make sure staff aren’t falling prey to attacks. (For
now, KCPS has decided against quarantining or automatically
blocking suspicious mail, though Mimecast does offer those
options.)

AT-A-GLANCE:
Kansas City Public Schools (KCPS) operates 33 schools in
Kansas City, MO and has 2200+ email users.
Email Platform
Exchange 2013 and Google Apps
Mimecast Customer since 2017
Products
l

Targeted Threat Protection

l

Secure Email Gateway

In Summary

Within eight weeks of implementing Mimecast, KCPS’s
sender score went from the 20-40 range to 96. While its
domain was previously blocked by 19 ISPs, today it is
blocked by only one, and that will be resolved shortly.
Plus, says Nulan, “I have no more complaints from staff
about emails bouncing.”
—Craig Nulan, IT Operations Manager
and Network Security Engineer
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